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NOI DUNG CHINH




PIEU TRA SO EMAIL (EMAIL FORENSICS)

Trong diéu tra sd, email dwoc coi la mét loai bang chirng co gia tri va cong viéc
phan tich tiéu dé email 1a mét diéu quan trong vi tlr day diéu tra vién c6 thé thu

thap bang chirng, ciing c6 hd so pham toi.




CAC KY THUAT PIEU TRA EMAIL

Diéu tra thdng tin c6 trong header clia email nham xac dinh céc thdng tin IP, dia chi

gli mail hodc xac dinh céac théng tin gid mao bi che dau

Diéu tra log gt&ri mail trén server mail trong trwéng hop truy cap dwoc vao server. Trén
« server sé lwu log trong mot thdi gian nhat dinh, ta cé thé st dung log nay dé diéu tra cac
théng tin IP, dia chi, th&i gian g&ri nhan tham chi ca néi dung mail

Diéu tra file dinh kém trong email, trong céc file dinhh kém sé& c6 thé c6 céc théng tin, tai

khodn tao file, t&n may va thoi gian tao file, tr d6 c6 thé thu thap thong tin




I~/e[7h KY THUAT HEADER ANALYSIS

Truy Xuat Nguon Goc Email Bang Header

. Truy xuét dia chi email bang cach phan tich ky tiéu dé day da cia email.

- Pé xem tiéu dé email day da trong Gmail: M& tai khodn Gmail cta ban, sau d6 mé& email
ban mudn truy xuat ngudn gdc. Di chuyén dén thanh menu cudn & géc trén cing bén phai,

sau d6 chon muc hién thj ban gbc (Show original).

g 6 §8 & 0 b ® : 30259 ¢ > @~
Viblo - Newsletter (December 6th - December 13th) D inbox x Updates x )
Original Message Frl, Dec 13,1202 PM (4daysago) Yy & ¢
& Reply
Message 1D <GB0IsSWERAmKZ7VIyLhoMg@ismtpd0008p1maal.sendgrid.net>
VIBLO NEWSLETTER » Forward
Created at: Fri, Dec 13, 2019 at 12:02 PM (Delivered after 3 seconds) Filter messages like this
Print
From: Viblo Newsletter <noreply@viblo.asia> :
Add Viblo Newsletter to Contacts list
TRENDING
To: ngovannghm“@gmaﬂ.wm N O

Subject: Viblo - Newsletter (December 6th - December 13th) Auto deploy dur an véi Github Actions Block "Viblo Newsletter”
Report spam
SPF: PASS with IP 168.245.9.75 Learn more
% Report phishing
Jor
DKIM: 'PASS' with domain viblo.asia Learn more - sh
ow original
Toi da dang nhap vao trang quan tri Website ctia mét ai do! Translate message
Download Original . Kie : e ; e Dork ha e Download message
Mark as unrea d

o



@5 DIEU TRA SO EMAIL (EMAIL FORENSICS)

« Xem tiéu dé email day du trong Outlook: Nhap dup vao email ban mudn truy xuat ngudn
goc, sau do vao File chon Properties. Thong tin xuat hién trong tiéu dé internet (internet

headers).

« Xem tiéu dé email day da trong Apple Mail: M& email ban mudn theo d6i, sau do di

chuyén chuyén dén View > Message > Raw Source.
« CO rat nhiéu théng tin dwoc hién thi trong mét tiéu dé email day dd, nhwng can cha y: doc
theo trinh tw ttr dwdi 1€n trén, tlr théng tin ci dén thdng tin méi (c6 nghia 1a théng tin ci

nhat sé & dwdi clng
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Vi du: mot tieu dé email mau 13y tir tai khoan Gmail

Delivered-To: gavingmakeuseof.com -

Received: by 2002:a02:0574:0:0:0:0:0 with SMTP id 249-v6csp82289iaj;
Tue, 31 Jul 2018 14:18:02 -8700 (POT)

Tue, 31 Jul 2018 14:18:02 -8700 (PDT)
‘ i=1; a=rsa-sha2sé; t=1533071882; cv=none;
degoogle.com; searc-20160816;
b=LigUgxUzyukDKiqv/13MKDk+ZQ)iCBFi30H] jJAAL BO8XPTaN jKneVBumk IVSCHYSD
FQQId jkeFC2xUON16TVR] +mhDx7+bSQOmUSehh/L FNACIRQSALLs8nd iBdkqnZOYESFD
BGRFOGU+MS axXOVHIGYRywplUpmiGkae sAAWWUZ hOe i nzokpXFGZFDLpOKNDwe POURGVF
BrqfGBggraQv2VIHIeNk1G4AG1 k488 xSqP JSXINmalkmd 7AZ /7 YTMEUY 7qCr2bEnFaTy
THRSws v iwkWgW9iofUEBAS361GMpUE @Mb 7pxxnAY2i L yvD2dZNgY2y8 1hX/ Xhp8INKDp
oyrm“
[ARC-Message-Signature:| du1; a«rsa-sha2sé; cerelaxed/relaxed; degoogle.com; searc-20160816;
h=date:message-id:reply-to:from:mime-version:subject:to
:dkim-signature:arc-authentication-results;
bheDzdiongUpNylLcSrMikXBaihrRmo9XdxI709tvdBdiUo=;
b=hTJE4Ch8xuoTVDASFYbKING I 1YTgZS6E ThpPOhWOL BUZpSHROWZWHF 7SCR1r2ddN
Onel.CH3VKOndVudv3qDGVUpHSEB 1 rNUAKN2 Flic Ta9Sdawo 141 7dehASIGYqwK CRPhO S
NHOXIXSINXL ImuIPSIN? TzpsCmz i Tyhd93KM/ 1 /SNBLF 3N+ Shr1e6Xa7FFgcusHCICP3
6ABGKAQZTETEFOGDBIYXDAQT {201 1X6TD I pxDIgqMFNHIWTRNMGKF aXK { cCHOL T smsqGT
nUaIGhSF8sSDCLOB N7 2XGVHO 7 6pwhkOE sUDKmTyYURDT 2 TWXt YGRS LmTu2VYLSOrznkH
FFMQe=
[a8C-aythentication-Resylts] §-1; mx.google.com;
dkim-pass header.i-@makeuseof.com header.s«dkim header.b«aZptCpon;
f spfesoftfail (google.com: domain of transitioning www-data@makeuseof.com does not designa
as permitted sender) smto.mailfrom-wwi-data@makeuseof.com

X-Google-Satp-Source] AAOMgpdAEK/jlAacUfevVReR@HIuHe+/WPASg2zcd3QkUBB/BydvrGgoovRB806xskNSIAbhyfGkja
-Received: by 2002:237:5d02:: with SMTP id r2-v6mr21648702qkb.22.1533071882522;

Return-Pathy <www-data@gmakeuseof.com>

Received: from makeuseof.com (ec2-34-201-32-189.compute-1.amazonaws.com. [34.201.32.189])
by mx.google.com with ESMTP 1d y39-v6515923193qtc.351.2018,07.31.14,18.02;
Tue, 31 Jul 2018 14:18:02 8700 (POT)

34.201.32.189 as permitted sender) client-ip-34.201.32.189;
mx.google.com;
{-@makeuseof.com header.s«dkim header.b-aZptCpon;

dkim-pass header.

bh=DzdiongUpNyLcSrMikX8aihrRmooXdx1709tvdBdlUo=; h«To:Subject:From:Reply-To:Date:Fros;

beaZptCponyADI7xU79)9 §FQNAPDGFnVS7tdcpIMXEUE IXCKRYSNZ jqDarQ3BTgD2SS
PwEamDjFr2uviQS)y7ifxBaks/RIX3zasnF +V29X6qZ2 T 1ABPIOYR20y(sRt4VaeGZ
XDh/pulv3IhWYaYXBz iB6VCIwLdZSINVATFVEXOec~

gmakeuseof.com, gavin@makeuseof.com, pmakeuseof.com

Subject: Feedback: S Antivirus Tools Using Al to Protect Your System

X-PHP-Originating-Script: 33:makeuseof-schedule.php

Verciand 1.0

Content-type:] text/html; charset-utf-8

From: @makeuseof.com
Reply-To: @makeuseof.com
Message-1d: <20180731211801.E731A82C25@makeuseof.com>

\Date: Tue, 31 Jul 2018 21:18:01 40000 (UTC)

softfail (googlie.com: domain of transitioning www-datagmakeuseof.com does not designate

spfesoftfail (google.com: domain of transitioning www-data@makeuseof.com does not designate 34.201.32.189

as permitted sender) smtp.mailfrome-www-datagmakeuseof.com
Received:| by makeuseof.com (Postfix, from userid 33) 1d E731A82C25; Tue, 31 Jul 2018 21:18:01 +0000 (UTC)
DKIM-Sipnaturey v=1; a-rsa-sha2s6; c-simple/simple; d-makeuseof.com; s-dkim; t-1533071881;




@5 DIEU TRA SO EMAIL (EMAIL FORENSICS)

Céac thanh phan trong header

 Reply-To: Bia chi email ban g&¥i phan hoi t&i.

From: Hién thj ngwdi gii tin nhan, thong tin nay rat dé bj gid mao.
. Subject: Cha dé cta ndi dung email.
« To: Nguoi dy dinh sé& nhan email, co thé hién thj thém cac dia chi ngudi nhan khac niva.

+ Received: Dong “Received’ liét ké tirng may chd ma email di chuyén qua truwdc khi dwoc
glri t&i hdp thw dén clha ban. Ban doc dong “Received” tir dwédi 18n trén; dong dwéi cling
la nguwdi khoi tao email.

. Delivered-To: Nguwdi nhan cudi ciing cia email nay.



@5 DIEU TRA SO EMAIL (EMAIL FORENSICS)

Truy xuat Dia chi IP goc noi email dwoc giri di
« Hay chu y dén “Received” dau tién trong tiéu dé email day du. Bén canh dong
“Received” dau tién chinh l1a dia chi IP ciia may chu da gvi email. Déi khi, ndi

dung nay hién thi dwdi dang X-Originating-IP ho&c Original-IP.



ﬁﬂﬂ PIEU TRA SO EMAIL (EMAIL FORENSICS)

Truy xuat Dia chi IP goc noi email dwoec gtvi di

 Tim dja chi IP, sau do di chuyén dén trang MX Toolbox. Nhap dia chi IP nay vao trong hdp thoai,

thay ddi phwong thirc tim kiém thanh Reverse Lookup, sau dé nhan Enter.

" ) TOOLBOX®
L —

MX Lookup Blacklists Diagnostics Domain Health Analyze Headers Free Monitoring DMARC Investigator DNS Lookup  More ~

perTool Bet&”

ed.com

llllll




@5 PIEU TRA SO EMAIL (EMAIL FORENSICS)

Truy xuat Dia chi IP goc noi email dworc giri di

« Tr khi dia chi IP gbc la mét dia chi IP riéng tw, con khdng, ban sé nhan dwoc théng béo sau:

SuperTool Beta7

Invalid SuperTool Syntax
10.1.14.96 is a private IP address.

 Mien IP 10.0.0.0-10.255.255.255, 172.16.00-172.31.255.255, 192.168.0.0-
192.168.255.255 va 224.0.0.0-239.255.255.255 1a cAc mién IP riéng tw. S& khéng c6 bat

ky két qua nao dwoc tra vé khi ban tra ctru cac dia chi IP nay.



ﬁﬂﬂ PIEU TRA SO EMAIL (EMAIL FORENSICS)

Céac cong cu hivu ich trong phan tich header email va truy xuat dia chi IP: Ban c6 thé
s dung mét s6 cdng cu sau dé phan tich tiéu dé email:

— GSuite Toolbox Messageheader

— MX Toolbox Email Header Analyzer

— |P-Address Email Header Trace (phan tich dwoc ca tiéu dé email 1an truy xuat dia chi

IP giri email)


https://toolbox.googleapps.com/apps/messageheader/analyzeheader
https://mxtoolbox.com/EmailHeaders.aspx
https://www.ip-adress.com/trace-email-address

ﬁﬂﬂ PIEU TRA SO EMAIL (EMAIL FORENSICS)

Tuy nhién déi khi két qua tré vé khong phai ltic nao cling phu hop. Trong vi du dwdi day,

ngudi givi khédng & gan vi tri dwoc tra vé 1a Ashburn, Virginia

Email Trace - Email Tracking - Result

Al Tue, 31 Q8 2018 21.18.01 +0000, the email sender LOmaxeuseo’ com sent you an emad from the 1P address 34 201.32 189 kocated in Ashdourn, Virgind

Unted Stales of Amenca

Email Sender

IP Address

IP Address Country United States of America
IP Address State

IP Address City Ashburn

iP Address Postcode 20149
1P Address Latitude 39 0481

1P Address Longitude
ISP of this IP AMAzon com

Organization m
Timezone Am
Local Time of this IP country 2018-08-04 09.37:20-04.00
(041
iFLY ©
o Goy) Alamo DrafthouseO Topgolf &

Cinema
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