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02 Cac file log quan trong trong Linux

03 Céc vi du vé log trong Linux




&0 LINUX LOG

Céc distro pho bién trong Linux

CentOS (Version méi nhéat cho kién tric x86_64 la phién ban Centos 8.0-1905, phat
hanh ngay 24-09-2019)

Ubuntu (Version mdi nhat Ubuntu 21.10 — Impish Indri, phat hanh ngay 14-10-2021)
RedHat (Version méi nhat RHEL 8.4 — phat hanh ngay 18-05-2021)
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File log 1a 1 tap hop cac ban ghi ma hé thdng duy tri dé kiém tra cac théng tin, sw kién theo
thdi gian cta hé diéu hanh, wng dung phuc vu cong tac diéu tra khi xay ra sw co.
Trén hé thong Linux, cac file log théng thwdng dwoc Iwu tai dwdng dan /var/log
Pé kiém tra log, c6 thé st dung cac céng cu sau:
v Vi or vim
v’ Tall
v Grep

v’ cat



G0, CAC FILE LOG QUAN TRONG

File log chira nhat ki hoat ddng cda hé thdng, dwoc st dung dé Iwu trir cac thdng tin lién quan

dén hé thong nhw: mail, cron, daemon, kern, auth...
» Centos, Redhat: /var/log/messages

« Ubuntu: /var/log/syslog



I~|P[Th CAC FILE LOG QUAN TRONG

File log chira thoéng tin thdng tin xac thwe trén hé thdng, ghi nhan cac van dé lién quan dén co
ché Gy quyén cla ngwoi dung. File nay gilip xac dinh:
« CAc lan thir dang nhap that bai

. Diéu tra cac cudc tan cong va cac 16 hdng lién quan dén co ché Gy quyén

Céc file nay nam tai:
« Centos, Redhat: /var/log/audit/audit.log

« Ubuntu: /var/log/auth.log



I~|P[Th CAC FILE LOG QUAN TRONG

Cac file log quan trong khac:

 /var/log/secure: Chira céc thdng tin xac thwc trén hé thdng. Gilp xac dinh théng tin dang nhap sudo, dang
nhap SSH

 /var/log/boot.log: Chira cac thong tin lién quan dén qua trinh kh&i ddng ctia hé thdng. Gilp xac dinh thdi
gian nglrng hoat ddng ddt ngdt clia hé thong

« J/var/log/dmesg: Chira cac thdng tin vé bd kernel clia hé théng. Gilp xac dinh cac 16i lién quan dén phan
crng va trinh diéu khién.

 /var/log/daemon.log: Chira théng tin céc tién trinh nén khac nhau chay trén hé théng

« J/var/log/lastlog: Chira thdng tin dang nhap gan day cla tat ca nguoi ding

« Jvar/log/lyum.log - /var/log/dpkg.log: Chtra cac théng tin cai dat ttr géi yum hay goi dpkg trén OS Centos va
Ubuntu



/=[P CAC Vi DU VE LOG LINUX

Pworng dan lwu triy log: /var/log

# cd [var/log

boot.log-20191106 cron-20210815 grubby maillog-20210829 mysqld.log secure-20210808  spooler-20210822 vmware-install.log  vmware-network.log yum. 1og-20200108
boot.log-20200108 cron-20210822 grubby prune debug messages secure-20210815  spooler-20210829 vmware-network.1.log vmware-vgauthsvc.log.® yum.log-20210101
boot.log-20200116 cron-20210829 lastlog messages- 20210808 secure-20210822 vmware-network.2.log  vmware-vmsvc.log

boot . 1og btmp dmesg maillog messages-20210815 secure-20210829  tallylog vmware-network.3.1og wtmp

boot . 1og-20010212  btmp-20210801 dmesg.old maillog-20210808  messages-20210822 spooler vmware-network.4.log wtmp-20010212
boot . 1og-20180720 cron maillog-20210815  messages-20210829 spooler-20210808 users history  vmware-network.5.log yum.log

hoot . 1og-20191105  cron-20210808 firewalld maillog-20210822  modsec audit.log secure spooler-20210815 vmware-network.6.1og yum. log-20191165




IF/P/Th CAC Vi DU VE LOG LINUX

Kiém tra viéc Login: kiém tra viéc login thanh céng hay that bai tai dwérng dan

/var/log/secure.

« Vi du: Account dangbh véi quyén root uid=0 login failed Itic 11:36:32 va
thanh cong luc 11:36:39 tr IP 10.0.4.51

sude: dangbh : TTY=pts/@ ; PWD=/home/dangbh ; USER=rocot ; COMMAND=/bin/bash
30 14:14:33 sudo: pam unix(sudo:session): session opened for user root by dangbh{uid=8)
g 30 21:00:082 sshd[18099]: pam_unix(sshd:session): session cleosed for user dangbh
g 30 21:80:82 sudo: pam_unix(sudo:session): session closed for user root
g 31 11: 36 sshd[4641]: pam unix(sshd:auth): authentication failure; logname= uid=8 euid=8 tty=ssh ruser= rhost=108.8.4.51 user=dangbh

sshd[4641]: Failed password for dangbh from 18.8.4.51 port 58922 ssh2
sshd[4641]: Accepted password for dangbh from 18.86.4.51 port 58922 ssh2
] sshd[4641]: pam_unix(sshd:session): session opened for user danebh by (uid=8}
: SA I -.dc: dangbh : TTY=pts/@ ; PWD=/home/dangbh ; USER=root ; COMMAND=/bin/bash
1:36:54 NN -udo: pam unix(sudo:session): session opened for user root by dangbh(uid=8)




IF/P/Th CAC Vi DU VE LOG LINUX

Kiém tra cac cong viéc chay theo lich trinh: tai dwéng dan /var/log/cron

« Vi du: Script ntpcheck.sh chay 5 phat/lan. Day |a script dé déng bd vé mét date/time dén

ntpserver. Script nay chay véi quyén root

[ rootches # tail -t cron
Aug 31 13:50:01 K CROND[15582]: (root) CMD (./root/ntpcheck.sh)

Aug 31 13:55:01 I CROND[17227]: (root) CMD (./root/ntpcheck.sh)
Aug 31 14:00:01 CROND[18833]: (root) CMD (./root/ntpcheck.sh




IF/P/Th CAC Vi DU VE LOG LINUX

Kiém tra cac goi cai dat: tai dworng dan /var/log/yum.log

. Céc go6i dwoc update va cai dat vao hé thong tir thdi gian nao

og
app-protect-attack-signatures-2021.06.24-1.el7.ngx.x86 64
Updated: app-protect-threat-campaigns-2021.06.27-1.el7.ngx.x86 64
Installed: kernel-devel-3.10.0-1160.31.1.e17.x86 64
Installed: efs-8.0.375.0-1.x86 64
Updated: app-protect-attack-signatures-2021.07.01-1.el7.ngx.x86_ 64

Updated: app-protect-attack-signatures-2021.07.08-1.el7.ngx.x86 64
Updated: app-protect-threat-campaigns-2021.07.07-1.el7.ngx.x86 64
Updated: app-protect-attack-signatures-2021.07.29-1.el7.ngx.x86 64
Updated: app-protect-threat-campaigns-2021.08.03-1.el7.ngx.x86 64
Updated: app-protect-threat-campaigns-2021.08.23-1.el7.ngx.x86_64




Kiem tra qua trinh khé&i déong cua hé

é

thong tai dworng dan /var/log/boot.log

e Kiém tra cac van dé lién quan dén tat may
khong ding cach, khéi ddng lai hodc I0i
khoi ddng

« Xac dinh thoi gian ngtrng hoat ddng cua

hé théng do tat may dot xuat

CAC Vi DU VE LOG LINUX

Started
Reached
Started
Reached

# ca -
Show Plymouth Boot Screen.
target Paths.
Forward Password Requests to Plymouth Directory Watch.
target Basic System.

Found device /dev/mapper/cl-root.
Starting File System Check on /dev/mapper/cl-root...

Started
Started

File System Check on /dev/mapper/cl-root.
dracut initqueue hook.

Mounting /sysroot...

Reached
Reached
Mounted
Reached

target Remote File Systems (Pre).
target Remote File Systems.
/sysroot.

target Initrd Root File System.

Starting Reload Configuration from the Real Root...

Started
Reached
Reached

Reload Configuration from the Real Root.
target Initrd File Systems.
target Initrd Default Target.

Starting dracut pre-pivot and cleanup hook...

Started

dracut pre-pivot and cleanup hook.

Starting Cleaning Up and Shutting Down Daemons...

Stopped

target Timers.

Starting Plymouth switch root service...

Stopped
Stopped
Stopped
Stopped
Stopped

Cleaning Up and Shutting Down Daemons.
dracut pre-pivot and cleanup hook.
target Initrd Default Target.

target Basic System.

target System Initialization.

Stopping udev Kernel Device Manager...

Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped

Apply Kernel Variables.

target Local File Systems.

target Swap.

target Slices.

target Paths.

target Sockets.

target Remote File Systems.

target Remote File Systems (Pre).
dracut initqueue hook.

udev Coldplug all Devices.

udev Kernel Device Manager.

Create Static Device Nodes in /dev.
Create list of required static device nodes for the current kernel.
dracut pre-udev hook.

dracut cmdline hook.
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