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MOBILE DEVICE FORENSICS

Trinh bay: Nguyén Xuan Viét — FPT CIO




NOI DUNG CHINH

Khai niém, muc dich Mobile Device
Forensics

Trich xuat dir liéu



KHAI NIEM MOBILE DEVICE FORENSICS

Dieu tra thiét bi di déng (Mobile device Forensics): LA mdt nhanh clia khoa
hoc diéu tra so lién quan dén viéc thu hoi bang chirng ky thuat sd hodc di liéu tir
céac thiét bj di dong.

Thiét bi di ddng & day khong chi dé cdp dén dién thoai di déng ma con |a bét ky thiét bi ky thuat sé

nao cé bé nhé trong va khé nédng giao tiép, bao gébm cac thiét bi PDA, GPS va may tinh bang.
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MUC DiCH CUA MOBILE FORENSICS

S6 thiét bi di dong &
Viét Nam dung top 10
thé gi¢i ~ 61,3 triéu

Thiét bi di ddng Ia noii
lwwu trlr A li€u va trao
doi hang ngay

911.92
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TRICH XUAT D LIEU

NS O s wDhE

Loai thiét bj

Hang san xuat

Hé diéu hanh

Noi lwu triv

Lién lac

File lwu trlr, photo, video
Mail
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LOAI THIET B

Loai thiét bi gom:
1.
2.

3.

Mobile
Ipad/Tab
Mp3-Player

eReader
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HANG SAN XUAT

Hang san xuat géom:

Apple
Samsung
Nokia
HTC
Blackberry
GL
Motorola

© N o o k~ W b =

M6t s6 nha san xuat khac
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HE PIEU HANH

Hé diéu hanh gom:

=@ Windows Phone

1. Android
2. BlackBerry OS
3. 10S

4. Windows Phone

5. Mot sO loai hé diéu hanh =2 BlackBerry.

khac A\ C




&l LUU TR DUF LIEU TREN THIET Bl CAM TAY

D@ liéu c6 thé dwoc lwu trlr & cac noi khac nhau
1. BO nh& dién thoai

Trén SIM

Trén thé nh¢

Trén cloud

a b~ w0 DB

Nha cung cap dich vu di déng



Eﬂﬂ” CAC LOAI SIM

D{ liéu co6 thé dwoc lwu trir & cac noi khac nhau
1. SIM thuong
2. Mirco SIM

3. Nano SIM !% ﬁ@

]
:
Standard Micro Nano




CAC LOAI THE NHO'
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DU LIEU TREN CLOUD

1. 1Cloud account

2. Google account

. sre ) l ‘
‘ -CLOUD -~

STORAGE

pictures documents

contacts files
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DU LIEU THIET BI

Tim kiém théng tin thiét bj trong cai dat

bao gom:
1. EMEI
2. Serl

3. Kiéu may
4.  Dia chi Wi-Fi

5. Bluetooth

Khéng cé SIM =

16:09 -

£ Caiditchung Gidi thiéu

Nha cung cap

Mobifone 24.1

Kiéu may MGA472VN/A
S8 Sé ri DNRPV5MYG5MN
Dia chi Wi-Fi 74:1B:B2:71:AB:73
Bluetooth 74:1B:B2:71:AB:74
IMEI 35 332007 735979 7
MEID 35332007735979
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DU LIEU LIEN LAC

eeeer O2-UK = 14:31 @ = 86% W

all missed Edit

1. Danh ba Moyes (37)

mobile

2. Céac CU('jC g()| gén déy Phil Neville

mobile
A . ~ Moves (42)
3. Cubc goi nho home
Giggsy
mobile

Phil Neville

unknown

Moyes (19)

mobile

Roy Hodgson (26)

mobile

Mum
mobile

Moyes (12)

mobile

Mum

A 7
AT \ )
I~ \
Favourites Contacts

Recents

2 ©000000006



TIN NHAN

Tin nhan SMS, MMS, iMessage

Done

060

1ot playing pickle ball or any
et/paddle sport.

0))
.

Messages

Mom 11/25/17
Thanks for the room pics. That's a big h...

Steve & Jonathan 11/25/17
Hell of a game. Looked like a beautiful day
to take in a game.

Mike, Rich, Chris, Bill & J... 11/25/17

I'm still sick....This is sucking...sorry

Mike Lewis 11/24/17
Safety first

11/24/17

Mike, Rich, Steve, (646)... 11/24/17
They | mean

Mike Wierwille 11/23/17
This is excellent news! Thanks for comin...

Samantha & Molly 11/23/17
Safe place here for you whenever you ne...

Samantha, Steve, Mike &... 11/23/17
Good to stop over soon?

Jamie Burnett 11/23/17
Happy Thanksgiving. ¥ sk @




Eﬂﬂ LPNG DUNG MANG XA HOI

Noi dung tin nhan, video, photo trong cac &ng dung

mang xa hoi trén device

1. Zalo,

2. Facebook,
3. Telegram,

4. WhatsApp,
5. Viber
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FILE VIDEOS, ANH

Hinh anh
Video
File d liéu

4. File download

— File Manager +

o

Main storage
29.5GB/ 64 GB

U

Images
1.2 GB (755)

Documents
26.7 MB (138)

Q
o .
c
a

(1)

SD card
5.7GB/159GB

7

Audio
889 MB (68)

Apps
1.6 GB (92)

-

Remote
)

Downloads
425 MB (43)

B

Videos
3.4 GB (58)

O

New files
0B

=0

Access from...



EMAIL

Cac file di@r liéu, hinh anh,
videos c0 trong thiét bi
Thong tin mail mailbox dang

nhap trong thiét bi

o Vepn T 2:09 PM -

o IEN -

Therosa & Me 2:00 P\
Would love 10 got your foedd,.,
Awosome! These are such super
useful commeonia! How are you..

Alex & Mo 1:53 P\
Heroku transfer requests

Lots 00t 1000thor Noxt wook if

possiblo and do this in porson. I

Sean Dutt 138 PR
Goldroom « Anna Lunoe | Cas...
FOOLS IN THE NIOHT PRESENTS
Emadl not displaying cocrectiy? V.

Logan Dwight 10:37 AM
Have you seen this Space Jam?

Trost mo, it mixos Ovagon Force and

can slam dat jam, Sonously, it's roc

Jonno Rieuwel 723 PW
Lawnching Sketch Resowrces

Today is the Big day, hopo you've beon
practicing. Tima 10 Diaw your mind w

Wells Riay 7120 PM
Hack Design @ Meroku

Wel have snacks and plan 1t Boing

s Vigin ¥ 200 M -

o IEW -

Thoresa & Mo 203 PM
® Would love to get your feedd,,,

Awosoma! Thoso are such super

usetul commonts! How aro you d

Neox & Me 153 PM
Heroku transfor requests

Lots get 1oQother next woak f

possiblo and 4o this inporson, I',.,

Soan Outt 1238 PM
Goldroom « Anna Lunoe | Casslan...
FOOLS IN THE NIGHT PRESENTS Email
not displaying cortoctly? View it in yo

HAR Block 1031 AM
HAR Block: Calllornia Return Reje...
Doar ALEXANDER, We've noticod an

15500 with your o-hiod Calfornia rotur...

Ecdward via Dropbox T2 PN
Edward Ong wants to share *thou...
Edward inviod you 10 a Dropbax shared
folder calied "thoughibot Design Sprt..

Edward & Adarshto9others 720 PM
thoughtbot <> Circumventur...

Adarsh, thanks for the

abroulisn®imun  hruinbdbhst folbe ..
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