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Diéu tra mang (Network forensics)

« L& mdt nhanh cda khoa hoc diéu tra sb lién
quan dén viéc giam sat va phan tich lwu
lwong mang may tinh nham phuc vu cho viéc
thu thap thong tin, chirng c phap ly hay phat
hién cac xam nhap vao hé théng may tinh

nay.

S——
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- DPieu tra mang co thé dwoc thwe hién nhw mot cudce diéu tra ddc 1ap hoac két hop vadi viéc
diéu tra may tinh (Computer Forensics) — thwdng dwoc st dung dé phat hién mdi lién két

gitra cac thiét bi ky thuat s hay tai tao lai quy trinh pham toi.

- Piéu tra mang bao gém viéc chan bat, ghi &m va phan tich cac sw kién mang dé kham pha
ngudn gdc cua cac cudc tan cdng hodc sw cb cla mdt van dé ndo do. Khdng gibng cac loai
hinh diéu tra sé khéac, diéu tra mang x& Iy nhirng théng tin dé thay déi va bién déng. Lwu
lwong mang dwoc truyén di va khéng dwoc lwu lai, do dé viéc diéu tra mang thwdng phai rat

linh hoat, chu déng.
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Céac bwéc diéu tra mang:

2. Thu
thap cac

swkien W M 3.Do tim
trén
mang

Tai buwdc 3 sau khi da phat hién dwoc cac sw kién bat thwdng cé thé gay hau qua
nghiém trong cho hé thdng, t6 chirc c6 thé thuc hién ngay budc 7 dé c6 thé xir ly

sw cb ngay lap tirc. Bong thoi thwe hién cac bwdce con lai song song.
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Céac bwéc diéu tra mang:

01 Xac dinh nguén tn céng c6 anh hwéng rat I&n dén cac budc tiép theo.

Xac dinh } Nhan biét va xac dinh sw c¢6 dwa trén cac thong sb trén mang nhw dia chi IP, dia chi
nguon lay MAC...

02 Lay toan bd céc Log lién quan dén network, cac log tlr cac hé thdng nhu firewall,
Thu thap } IDS/IPS, hé thong VPN, hé thong netflow. .. trong khodng thdi gian to chire bj tan

cac sv kién cong mang.

Thwe hién viéc do tim va xac dinh cac sw kién bat thwdng trong phan Log da thu

thap dwoc t bwdc 2
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Duy tri hoat déng ctia hé théng mang, déng thdi ddm béo cach ly cac div liéu cla tb
Cachlyva P

duy tri chirc khdng bi tAn cdng cling nhw lwu tri¥ lai cac bang chirng sb phuc vu viéc diéu tra

Dwa vao cac bang chirng sé va cac dir liéu log thu thap dworc, tbng hop va phan

tich cac sw kién nay bang cac céng cu quan Iy sy kién va thdng tin bao mat (SIEM)

06 } Dwa trén qué trinh phan tich diéu tra vién dwa ra két luan vé cudc tdn cdng mang

Két luan trong t6 chirc

T6 chire thwe hién cac bién phap can thiét dé x ly sw ¢
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Vi du cu thé tai Ving mang néi bé:

1 may tinh cda ngwdi dung hodc 1 server nam trong mang ndi bd cta tdé chirc bi nhiém
ma doc va dwoc diéu khién bdi attacker, tr may tinh hoac server nay attacker lay lam
ban dap dé tan cong cac hé thdng khac trong mang ndi bd gay ra cac anh hwéng

nghiém trong cho tb chirc
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Sau day la cach thirc lay théng tin tai cac ving mang trong yéu hay bi attacker khai
thac:
Cach 1: Kiém tra log két noi dén server bi tan cong, trén chinh server bj tan cong ta

c6 thé st dung cau I&énh trén ctra s6 cmd nhw sau “netstat -a”

Cihvonetstat -3

O day, server dang bi may tinh tén

DESKTOP-HQVAMA3:0 quét port Actlve Connectlons

dich vu va tin cong SMB théng Proto Local Address Foreign Address State
) ) TCR B.8.8.8:13 DESKTOP-HOWAMAS : & LISTEMNIMNG
qua port 445 dé’ /éy Cép, ma hda TCP 0.0,0,08:444 DESKETOP-HOWAMAS & LISTEMNIMNG
R TCP 3,808 08:4: DESKTOP-HOWAMAS 1 & LISTEMNIMNG
cac di¥ liéu quan trong cia té TP ©.0.0.0:907 DESKTUP-HOVARAT g LISTENING
) TCP 3.8.8.8:912 DESKTOP-HOWAMAS 1 § LISTENING
chtre. TCP 3,8,0,0:3360 DESKTOP-HOWAMAS 1 LISTENING

TCP A.8.8.8:46886 NESKTOR-HOWAMNAS | TSTEMTRG

-
>
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C6 thé kiém tra Log trén Event Viewer Log cla server

|, SacurityLog - Client Myragemart Logy
Fle kot Vew Fibe Aotion  Hep
Dmte and Time

Fracecn) | Resate Moat [scn) Momt Locsl Port | Locsl MAC pplicakin

1L/EA01T 5 M., ) Incouaion Prev.., | Ceitical 10.11.15 6 10, 200, 35, 10
!‘.I'.uze:w d15Ma ., Incouaion Preve., Ceitdoal  Ducgoing  TCR L0 Ll 156 44t Wk 10,200, 3210 FavEl /A TYFTEN
ﬂ'.l-'.’:.-zliu? Jrzh... Incouaion Peev... Ceitical  Dwrgoing TCR L0 Ll 156 445 Wk 10,200, 32,10 Fa5es [ {13 AYHTEN
ﬁ:t-‘muu L=%d:... Ineeusien Peew... Ceiviesl — Dwtgeing TR Lo bi.1%8 44t Mk 10,200, 32.10  §45TH ik SYSTER
ﬂ:u:.ﬂ:un LZ:0l.., Intruaion Peew... Cciticsl  Datgoing  TCF 10.11.15. 6 44t ik 10,200,32.10  $3190 Kk IYSTER
H'.I_.'R.I'.EHIT I0:I0.,, Tnkcusiom Prew,., Cpiticel  Datguing  TCR 0. 01,156 448 Wk 19,200, 32.10 5306l L4 TYATER
Elzuaaamr By61.., Incousion Prew.., Critical  Datgoing TGP 10.11,15.6 44t LA 10,200, 32,10 52600 L] TYTTEN

SMB Attack with Wireshark  Number of events: 53

Level Date and Time Source Event ID Task Category
A, Warning 02-11-2017 07:57:12 Symantec Network Prot... 400 None
A, Waring 01-11-2017 16:25:22 Symantec Network Prot... 400 None
/&, Waming 01-11-2017 16:22:12 Symantec Network Prot... 400 None
A, Waming 01-11-2017 15:31:43 Symantec Network Prot... 400 None
A, Warning 01-11-2017 15:26:07 Symantec Network Prot... 400 None
A\ Warning 01-11-2017 14:56:25 Symantec Network Prot... 400 None

A\ Waning 01-11-2017 14:40-38 Cirnangac Mascliom Ay AN Mene
Event 400, Symantec Network Protection

General  Details

[SID: 30378) Attack: SMB Ransom Malware Copy Attempt 2 attack blocked, Traffic has been blocked for this application: SYSTEM
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« Sau khi phat hién ra may tinh trong mang noi|

@ . @' v Control Panel » All Control Panel Iterns » Windows Firewall - Search Control Panel

Contrel Panel Home

bd tan cong vao may cha, ta block may tinh Nay| ...

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your

threugh Windows Firswall computer through the Internet or a network,
% Change notification settings How does a firewall help protect my computer?
'\“:;" Turn Windows Firewall on er What are network locations?

off

thong qua hé thong firewall hoac chan trénj, ... B @ Home orwork private) networks Not Connected @
"3:!" l g' Public networks Connected (&)

Treubleshecot my netweork

Networks in public places such as airports or coffee shops

firewall local cia may chu nhw sau:

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on
the list of allowed programs

« Start > Control Panel > Windows Firewall > Nt s Vi vl

See also

Advanced settings



https://www.ubackup.com/anti-ransomware/images/how-to-block-port-445-3889/advanced-settings.gif
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* Inbound Rules > New rule. Port > Next >TCP > Specific local ports and

type 445 and go Next.

File Action View Help
e« 2@ =8

Mame Group : + || Inbound Rules -

E2 Inbound Rules
&2 Outbound Rules

1
‘!.!__ Conpaslinmbcmmimiiai @ahnet.exe |J it [New Rule... 2
' =55

. B Mo @ New Inbound Rule Wizard >
Protocol and Ports 4
Specify the protocols and ports to which this rule applies. 4

4

Steps:
@ Rue Type Does this rule apply to TCP or UDP?
@ Protocol and Ports 3
@ Action ) UDP
@ Profile
@ Name

Does thiz rule apply to all local ports or specific local ports?

@ Specific local ports: 445 4
Bxample: 80, 443, 50005070



https://www.ubackup.com/anti-ransomware/images/how-to-block-port-445-3889/specific-local-ports.gif
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e Block the connection > Next >Finish.
i v i e v N =~

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
Rule Type What action should be taken when a connection matches the specified conditions?
Protocol and Ports i
) ) Allow the connection
Action This includes connections that are protected with [Psec as well as those are not.
Prafile )
) Allow the connection if it is secure

Mame

This includes only connections that have been autherticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

@ Block the connection

Leam more about actions

<Back ||| Newt> ||| Cancel



https://www.ubackup.com/anti-ransomware/images/how-to-block-port-445-3889/block-the-connection.gif

& PIEU TRA MANG (NETWORK FORENSICS)

 Properties > Protocols and Ports > Local Port

File Action View Help
9| E =
g Windows Firewall with Advance JiTe R Actions
i3 Inbound Rules Name Group + || Inbound Rules -
&% Outbound Rules B
*i Connection Security Rules © block port 445 =|| @ NewRule..
» B, Monitoring bRt 415 Plopertics Lﬁ NI Filter by Profile »
ST Filter by State »
| General I Programs and Services | Computers )
S Filter by Grou »
Protocols and Ports | Scope | Advanced | Users ¢ P
View 4
Protocols and portz Refresh
e res
_ ¥ Protocol type: -
o ocol type ’TCP ] % ExportList..
Protocol number: 6= Hel
elp
Local port: ISpedﬂc Ports "] block port 445 *
445 # Dizable Rule
Bample: 80, 443, 50005010 & Ccut
Remote part: ’NI Parts '] B Copy
K Delete
Example: 80, 443, 5000-5010 B Properties
Intemet Control Message Protocol
(ICMP) settings: Help
] 11
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« Céch 2: Kiém tra log trén hé thong IDS/IPS, trong trwéng hop ngwdi quan tri mang

khdng c6 quyén truy cap vao server bi tan cong dé kiém tra.

Tai day ta co thé thdy may chi

trong mang dang bj tan coéng e

qua giao thire SMB tr may tinh w

c6 IP 172.168.210.10 duoc hé : s

théng IPS phat hién ra va ngén me————.
chéin kip thoi = = = T
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.« Céch 3: Kiém tra log trén hé thong Firewall, ta c6 thé xac dinh cac gdi tin truyén qua

mang dén server bj tan cong va dwa ra cach thwe xi Iy.

% Quenes £ O G Q O uastHour = 511921681586

Tiere Orgm Sowrce Source User .. Destination Service AL Access ude N Policy Description

Today, 632M M i 0 o $ e wv_tms 152968 153.0460.15.2%5 nbddtagum (VOPIR N N networkierde Standmd  nDAstagram Waffic Accepted from 152165150610 152.168.15.2%%

Today, 80026 AM W °. $ & e wv_kms 192968 19206815255 nbdatagam VDPN3E 38 N networkierde.. Standard  nbdatagram Taffic Accepted from 152168 15.56 to 152.168.15.255

Todey 80508 AM Mo o wov_ms_ 192,960 2000282 UOP/SISS VORSISS 175 loglama ion Standaed  UOP/SISS attic Dropped from 192 168.15.86 1o 224.00.2%2

Todsy, 80508 AM 53] '. $ ® et sy s 192,168 240029 UOP/SISS UOPSISS 175 loglewa ion Standard  UOPS3SS Tattic Dropped from 192.168.15.86 te 204.0.0.252

Today, TO505 AM #0004 oeew oy s 192968 WL I5.255  mbaame WOP11Y) ] networderde.. Standaed  nbeame Rl Accepted rom 152168 15,56 to 192 168 15,248

Today, BO5C5 AM mo* « $ ® 0w sy me_ 192.168, H168.15.295 ndname (UOP/137) 3 M networkierde... Standard  nboame Raffic Accepted from 1521681506 1o 192.168.15.295

Today, §5015 AM BDO & e sy k192068 W O7726250  ntps (XPN4Y m Stancard  Mtps Mathic Accepted from 152160 15.06 10 Windows Updateld0. 17.226.250
Today, 63328 AM wmo o 4 O ot srv 192,143, THL340.15.2% nboatagtam UOPAIR 38 i networkderde.. Sandard  nbaatagiam Naffic Accepted from 152168 15.86 to 152.148.15.255

Todsy, 750h24 AM 'I\ '. $ @ e srv_ e 190968 192.968.15.2%5 ndSAagam UOPNIN N W networkierde... Standad  nDSatagram Maffic Accepted from 152165 15.56 1o 192.165.15.2%%

Today, 15457 AM MO oo v 192,168, 07726200  mips (CPNAY 121 Sandard  M1ps Dafic Accepted from 192.168.15.56 10 40.77.226.249

Today, 75447 AM Qe s oo v w192 968 W 077206280  mps (ICPA4) TANGME  e1NGL-Win Gala mecro10f com MTTPS Bypasted

Today, &30:15 AM VOO & o v ks 192968 W S077.22625  nps (PN 5] SLandsed  MIps Wafic Accepted from 192.163.15.86 1o Windows Updateidd. 77 226250
Today, P3N AM w0 3o v 190064 W mapd hwean  hatp TSN w Slanded  Metp Tathic Actepted from 192 168.15.56 10 205,188 216,42

Today, T50:15 AM 51 Q .. Q M 3000w oy _ma 190.068 W 077.2262%  mips MY m Sandad  Mtps WA Accepted from TH VA8 1556 1o 4077 202%

Tocay, 115015 AM Qe : $ @ o srv_ms_ 192768, W Q077.2629  netps PN Standard  vorter.win data mirosoft com MTTPS Bypassed

Today, 63224 AM 3] Q o $ ® o s _kms 152163 152.960.15.255 nbdataguam (UDP13N 38 K networkierde... Standerd  nDdatagram Wafti Accepted froe 152 168.15.56 1o 192.168.15.2%

Today, D521 AM 3] ’D v . $ et vy 192060 152.965.15.2%5 nddatagram (VOPN3E 33 K networkierde... Sandmd  nbdatagram Waffic Accepted trom 192168 15.56 to 192.168.15.2%5

Todey, 65015 AM a Q o $ ® e v ms_ 192160 W 077226250  Metps (IOPAY m KRendad  Mtps Tafic Accepted from 192,968 15.56 10 Windows Updateidd 77.226.250
Today, PALS AM MO 3 owwn e s 192164 248 34125 matp TP N Standard  Metp Waffic Accephed from 1921641586 to 8.48 141 254




& PIEU TRA MANG (NETWORK FORENSICS)

e Cach 4: Ta c6 thé bat cac goi tin théng qua mang bang cach str dung phan mém
Wireshark va tim loc cac géi tin bat thwérng trong mang, day 1a 1 cach khé can nguoi

quan tri c6 am hiéu vé cac giao thirc mang va cach thirec tan cong cla attacker

WIRESHARK
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M& phan mém Wireshark chon card mang can theo ddi goi tin

M The Wireshark Metwork Analyzer = O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
48 7 @® ] &= B = SR E ]

=T & @ 6 @ TF

—_— %
[i |i-.:: y a display filter ... <Cirl-/> 3d - | Expression...  +
Welcome to Wireshark

Capture

_Jusing this filter: | |E' ter a capture filter i ] All interfaces shown ¥

[ |Ethemet
Lecal Area Connection™ 2
Bluetooth Network Connection
Wi-Fi N o

Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists

You are running Wireshark 2.6.3 (v2.6.3-0-ga62e6c27). You receive automatic updates.

#  Ready to load or capture

| Mo Packets Profie: Default




PIEU TRA MANG (NETWORK FORENSICS)

« Filter giao thtrc can theo dai, trong vi du cu thé nay ta can theo déi giao thirc SMB

. Sau khi filter ta co thé xac
dinh dwoc may tinh tan
céng dén may chu tr do
tién hanh quy trinh xd& Iy
va lwu thong tin cac gaoi tin

tan coéng lam bang chirng.

An 9 REQQam@BrFiiEsQaaany
(Wlss [ X]
o, Time Source Frotocol  Leng®h Info
7 9.092451 192.168.198.203 204 8 173 Negotiate Protocol Response
8 0,002463 192,168,198, 20 203 e 194 Session Setup AndX Request, Vser: anomymous
9 0.002639 192.168.198.20) a0 88 251 Session Setup AndX Response
10 Q.002651 192.168.198.204 203 o8 1548 Tree Conmect AndX Reguest, Path: \\192.163.158,283\1°CS
’ 11 @.e92652 192.168.198.2¢3 204 S8 114 Tree Conmect AndX Response
12 0.00265) 192,168,195, 204 203 2 136 Trons2 Request, SESSION SETVw®
13 0,.002654 192.163.198.20) 204 b 93 Transd Response, SESSION SETUP, Error: STATUS NOT IMPLEMENTIO
14 0.004962 192.168.198.204 203 S8 1138 NT Trans Request, <unknown>
‘ 15 0.005044 192.168.198.2¢3 .204 8 i 19 » SENKP U2
16 2. 095204 192.168.195.204 203 e

4297 Trans2 Secondary Reguest, FID: OxdOdQ
Process 10D nigh: ¢

Signature: QODROOCO000D0ONR

Reserved: 00

Tree 10: 2048 (\\192.165.198.203\17C8)

Process 1D: 65279

User ID: 2048

Mulsiolex IO £5

NT Trans Request (@xa0)
XY
Max Setup Coumt: )
Reserved: 0002
Total Paraseter Count: 30

oose 00 00 08 1f fe o &0
(O o0 1c 08 O M LN
0 45 o 00 00 63 00 00 @ &
o0 o 00 00 00 20 99 00 00 00 0 00 09
00 00 00 00 00 00 00 00 90 00 00 B0 00 00 NT Trans Request
S, 00 01 60 00 00 00 00 00 00 00 &0 00 00 Header
00 00 20 00 00 00 00 00 00 90 00 00 02 20 00 0
00 00 20 00 00 90 00 00 00 @) 00 00 82 00 00 00
©0 00 00 00 00 ©0 00 00 00 90 €0 00 00 00 00 00
00 00 00 00 00 B0 00 00 00 20 00 00 20 W 00 W
00 00 00 00 00 00 00 00 00 OO 00 00 00 20 00 00
00 00 60 00 00 G0 20 00 00 00 00 00 €0 0 00 00
0 60 00 20 00 0D 00 00 00 00 00 00 @@ 0 00 00
00 00 00 00 00 00 00 00 00 90 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 0 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 0 00 00

| Bxgpression
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Vi du tai Vung mang VPN:
« \Ving mang VPN la viing mang rat nhay cdm khi m& két ndi ttr bén ngoai c6 thé két ndi dwoc
dén cac hé thdng ndi bd cla té chire. Attacker Igi dung viéc nay va tan céng vao mang lay

cap théng tin ctia chirc hodc gay ra cac anh hudng khac.

« 1 may tinh cia ngwdi ding dwoc cap quyén VPN bi
nhiém ma ddc va bi diéu khién b&i attacker, may tinh nay
VPN vao mang ndi bd va bat dau ra quét cac ng dung,

dich vu ndi bd dé tim dbi twong tan cong trong hé thong.
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« Ta co thé dwa vao Log trén hé thdng VPN dé xac dinh may tinh nay

9,764,204 hits C Reset search Aug 11, 2021 @ 00:00:00.000 - Aug 13, 2021 @ 23:59:59.999 Auto ~ @ Hide chart
200,000
E
@ 200000
v
100.000 II
0 -
2021-08-1100:00 2021-08-11 06:00 2021-08-11 12:00 2021-08-11 18:00 2021-08-12 00:00 2021-08-12 06:00 2021-08-1212:00 2021-08-1212:00 0:00 021-08-13 06:00 2021-08-13 1200 2021-08-13 12:00

@timestamp per hour

Ta C é th é th é y m éy tl,n h Time + sre_ipvd sre_port dst_ipv4 dst_port

> Aug 12, 2827 @ 17:33:14.98% - - - -

, > Aug 12, 2021 @ 17:33:11.262 18.4.27.58 53,458 10.38.100.233 8,728
.
VI N CO Ip 10.4.27.50 > Aug 12, 2021 @ 17:33:11.262 18.4.27.58 52,850 10.38.106.147 8,728
> Aug 12, 2021 @ 17:33:11.262 18.4.27.58 53,460 10.38.101.146 8,291
7 N\ - N\ 7
d'ang CO han h VI do q uet 5 Aug 12, 2021 @ 17:33:11.262 18.4.27.58 53, 466 16.38.186.234 8,728
> Aug 12, 2021 € 17:33:11.262 18.4.27.58 52,864 10.38.19€.236 2
- . > Aug 12, 2021 € 17:33:11.262 10.4.27.50 53,469 10.38.181.149 8,291
CaC port O!C‘ ] Vu trong > Aug 12, 2021 @ 17:33:11.262 18.4.27.58 53,472 10.38.181.47 2
> Aug 12, 2021 @ 17:33:11.262 18.4.27.58 53,475 10.38.100.237 8,728
> N x n
dal ,,'an nOI bo 5 Aug 12, 2021 ¢ 17:33:11.262 16.4.27.50 52,368 10.32.101.46 8,201
% > >
> Aug 12, 2021 @ 17:33:11.262 18.4.27.58 52, 861 10.38.106.146 8,728

> hug 12, 2827 @ 17:33:11.262 18.4.27.58 53,478 16.38.108.236 8,728
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9,764,204 hits  C Reset search Aug 11, 2021 @ 00:00:00.000 - Aug 13, 2021 @ 23:53:59.999  Auto v % Hide chart
" V4 " A\
Phan tich sau hon trong fung
300000
g
> ”, s 200,000
manh log ta cO thé thay User |
9 y -
2021-08-11 06:00 2021-08-11 1200 2021-08-11 18:00 2021-08-12 00:00 2021-08-12 0600 2021-08-12 12:00 2021-08-12 1800 2071-08-13 06:00 2021-08-1 2071-08-13 1800
V4 oS I \ B I C NT d. /(t ,{ '] @timestamp per hour
co ten la H ang két noi i
# dst_port 22
N \ A >
vao VPN va dang cé thir SSH B
t flag SYN
N t host.hostname vpnil
Va. Server 10.38. 100. 2 » t host.ip feBA::144d:9c21:b536:5695, 169.254.86.140, fe8f::f483:c63:a62b:98Fc, 10.4.19.51, felh::5efe:aB4:1333, fedB::5efe:a0fe:5695
t host.mac 80:50:56:be:71:19, 00:50:56:he:b7:2e, 00:009:00:00:00:08:00:c0, AB:00:00:00:00:00:09:e8
t| input.type log, vpn
# log.offset 79,648, 4082
t | message 2621-88-12,17:33:10.473, SID-BICHNT . ,SID-L3-ROUTER-3,CAABGB56373C, SEA34ATBERBZ, BxA8GA, 66, TCP_CONNECTv4, SYN, 16.4.27.56, 52864 §16.38.168.2
36,5sh(22),826872579, 8, WindowSize=8192,-,118.70.239.97,-
@ pre_vpn_ipvd 118.78.239.97

protocol TCP_CONNECTv4

Sau khi phan tich xong ta c6 thé Iwu tri lai doan log nay lam bang chirng dong thoi

X Iy sw co.
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