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Kién tric WebServer

Phan loai, dinh dang Log Webserver

Céac cong cu, cac tool diéu tra Webserver

Céc vi du vé log Webserver
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CAC WEBSEVER PHO BIEN

Céac Webserver phd bién nhuw:

« |IS
« Apache
« Apache Tomcat

* Nginx

&

Apache Tomcat

//APACHE

NGiNX



KIEN TRUC WEBSEVER
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PHAN LOAI LOG WEBSERVER

Pwong dan lwu triv log dwoe quy dinh &
céc file cau hinh

- O 1IS: Vao Site > Chon Logging > Open

(File log thweng dwoc ciu hinh sang Disk
khac Disk C)

O Nginx, Apache: Truy cap vao file conf
thw
letc/nginx/conf.d va /etc/httpd/conf.d

thwdng nam  trong muc
dé kiém tra noi lwu trir log (File log
thwong dwoc lwu trir tai dwong dan

/var/log/nginx hoac /var/log/httpd)
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PHAN LOAI LOG WEBSERVER

Log webserver thong thwdng phan thanh 2 loai log chinh:

Access log: Ghi nhan céc thdng tin truy cap dén Webserver va phan hoi ttr Webserver dbi voi
cac truy cap do

Error log: Ghi nhan céac thdng tin 16i lién quan dén cau hinh, hoat ddng khéng dung tr ban
than Webserver



I~ /P Th PINH DANG LOG WEBSERVER

Access log

* log_format main '$remote_addr - $remote_user [$time_local] "$request” ' '$status $body bytes sent
"$hitp_referer" ' "$http_user_agent" "$http_x_forwarded_for";

» Main: tén goi clia log format, c6 thé tao nhiéu dinh dang log khac nhau va géan véi tén log format dé dwa vao
file cau hinh

« $remote_addr: dia chi IP gi request

« $remote_user: tai khodn truy cap néu cé xac thyec nguwdi ding

« S$time_local: Thoi gian gvi request dén

« $request: Info clia request bao gém céc thdng tin nhw Method (GET, POST, PUT...), URI truy cap, HTTP
version,...

« $status: trang théi cua response

« $body bytes sent: kich thwéc body ma server response

« S$http_user_agent: théng tin trinh duyét, hé diéu hanh ma ngwdi ding truy cap

« $http_x_forwarded_for: Xac dinh nguw&i dung truy cap qua proxy

Error log
« Error_log log_file log_level
« Céac murc log_level bao gébm: emerg, alert, crit, error, warn, notice, info, debug



Eﬂﬂ CONG CU KIEM TRA LOG WEBSERVER

M6t sb cong cu kiém tra Log Webserver:
« DPoi véi 1IS: St dung Notepad, noted++, wordpad....
« DPobi véi Nginx, Apache, Apache Tomcat st dung:
v Vi or vim
v Talil
v Cat

v"Nano



CAC TOOL PIEU TRA WEBSERVER

Tools . Descriptions
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CAC TOOL PIEU TRA WEBSERVER

Tools

Standards

Compliance

Performs
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Data Source
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CAC TOOL PIEU TRA WEBSERVER

Tionls

Standards

Compliance

=
-]
2 =
= =
T
=
5 =
- =
=

Correlation

Data Source

Admissibilitvt

Multiple
Platform

Descriptions
= Bl
| =
=] -
% g
pa a5

Scalability

Real-Time

Compression

(eneration
of Alerts

Development Tools

ApacheDB

-

2

-

]

Mod Jog SQL

=

o]

Cascade Soltware

Y

N [a]

Crystal Reports

Y

N [a]

Q

JasperReports

N [a]

Q

|l |=|o|o

SEC

y [a)

AlA |22

A B A A A

2

Algl|lg|la)a | A

DS and HIMS

ArcSight
and ESM

Lopgger

v

y [a]

N 4]

[r.x]

-

=

v

Guard 26

N

vy i

2=

2

O=iris

Y

N

vy ]

2

Y

Samhain

Y

N Ml

N [wii]

2

v

OS5EC

N [a]

v lid]

2

]

Snort

N

Yy [id]

r[uf]

(=4

Y

Splunk

N [d]

vy ]

=

e A A A

e |||

glzl|lz|2|2|2

Y




. Vi DU VE WEBSEVER LOG

Kiém tra log access Nginx: Log Access Nginx thwéng dwoc ciu hinh tai dwdng dan
/var/log/nginx/access.log

« CAc théng tin c6 thé xem gém: IP nao truy cdp? Thoi gian truy cdp? Method truy cdp?
Truy cdp vao URI nao? Truy cdp bang trinh duyét nao? Ma server trg vé la thanh céng
hay khong?...

[ rootcNE] | cat itop.access.log-20201118

10.4.32.254 - - [17/Nov/2020:11:26:11 +0700] "GET / HTTP/1.1" 403 2020 "-" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 11_©_©) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193 Safari/537.36" "itop.ho.fpt.
n" sn="itop.ho.fpt.vn" rt=0.004 ua="10.1.11.51:80" us="403" ut="0.004" ul="4897" "-"

10.4.32.254 - - [17/Nov/2020:11:26:11 +0700] "GET /noindex/css/bootstrap.min.css HTTP/1.1" 200 4771 "http://itop.ho.fpt.vn/" "Mozilla/5.0 (Macintosh; Intel Mac OS X 11_©_0) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/86.0.4240.193 Safari/537.36" "itop.ho.fpt.vn" sn="itop.ho.fpt.vn" rt=0.004 ua="10.1.11.51:80" us="200" ut="0.004" ul="19341" "-"

10.4.32.254 - - [17/Nov/2020:11:26:12 +0700] "GEL /noindex/css/fonts/Bold/OpenSans-Bold.woff HTTP/1.1" 404 211 "http://itop.ho.fpt.vn/noindex/css/open-sans.css" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 11_©_0) Ap

pbleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193 Safari/537.36" "itop.ho.fpt.vn" sn="itop.ho.fpt.vn" rt=0.003 ua="10.1.11.51:80" us="404" ut="0.003" ul="239" "-"

1©0.4.32.254 - - [17/Nov/2020:11:26:12 +0700] "GET /noindex/css/fonts/Light/OpenSans-Light.woff HTTP/1.1" 404 212 "http://itop.ho.fpt.vn/noindex/css/open-sans.css" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 11_6©_0)

\ppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193 Safari/537.36" "itop.ho.fpt.vn" sn="itop.ho.fpt.vn" rt=0.003 ua= .1.11.51:80" us="404" ut="0.0e3" ul="241" "-"

10.4.32.254 - - [17/Nov/2020:11:26:12 +0708] "GET /noindex/css/fonts/Bold/OpenSans-Bold.ttf HTTP/1.1" 404 210 "http://itop.ho.fpt.vn/noindex/css/open-sans.css" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 11_©_©) App

leWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193 Safari/537.36" "itop.ho.fpt.vn" sn="itop.ho.fpt.vn" rt=0.003 ua="10.1.11.51:80" us="404" ut="0.003" ul="238" "-"

10.4.32.254 - - [17/Nov/2020:11:26:12 +0700] "GET /noindex/css/fonts/Light/OpenSans-Light.ttf HTTP/1.1" 404 211 "http://itop.ho.fpt.vn/noindex/css/open-sans.css" "Mozilla/5.8 (Macintosh; Intel Mac 0S X 11 _© ©) A

bplelWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193 Safari/537.36" "itop.ho.fpt.vn" sn="itop.ho.fpt.vn" rt=0.003 ua="10.1.11.51:80" us="404" ut="0.003" ul="240"

10.4.32.254 - - [17/Nov/2020:11:26:13 +0700] "GET /favicon.ico HTTP/1.1" 404 194 "http://itop.ho.fpt.vn/" "Mozilla/5.0 (Macintosh; Intel Mac OS X 11 _©_©) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.1

p3 Safari/537.36" "itop.ho.fpt.vn" sn="itop.ho.fpt.vn" rt=0.003 ua="10.1.11.51:80" us="404" ut="0.001" ul="209" "-"

10.4.32.254 - - [17/Nov/2020:11:26:19 +0700] "GET /itop HTTP/1.1" 301 235 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 11 © ©) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193 Safari/537.36" "itop.ho.f

pt.vn" sn="itop.ho.fpt.vn" rt=0.004 ua="10.1.11.51:80" us="301" ut="0.002" ul="235" "-"

10.4.32.254 - - [17/Nov/2020:11:26:19 +0700] "GET /itop/ HTTP/1.1" 302 @ " Mozilla/5.0 (Macintosh; Intel Mac 0OS X 11_©_©) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193 Safari/537.36" "itop.ho.fp
.vn" sn="itop.ho.fpt.vn" rt=0.005 ua=" 1.11.51:80" us="302" ut="0.004" u e" "-"

10.4.32.254 - - [17/Nov/2020:11:26:19 +0700] "GET /itop/pages/UI.php HTTP/1.1" 200 1824 " "Mozilla/5.0 (Macintosh; Intel Mac 0S X 11_©_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193 Safari/537.

B6" "itop.ho.fpt.vn" sn="itop.ho.fpt.vn" rt=0.317 ua="10.1.11.51:80" us="200" ut="0.317" ul="5758" "-"




@ Vi DU VE WEBSEVER LOG

Kiém tra log Error Nginx: Log Error Nginx thwéng dwoc cau hinh tai dwdng dan
/var/log/nginx/error.log
« Ta co thé biét dudng thdng tin 16i tir thoi gian ndo? IP ndo truy cép bi 16i? Method truy
cap? Ly do /6i.
* Vi du bén dwdila tir IP 10.4.32.202 truy cdp dén upstream 10.1.11.51 port 80 tai thoi
diém 11:16:37 ngay 11/12/2020 bj I6i. Li do khéng cé két nbi t&i host.

« Vi cAc thong tin trén ta sé kiém tra két nbi vé mét network, kiém tra cau hinh upstream

g# cat 1top.error, log-
020/11/12 11:16:37 [error] 22618422618: *25548639 connect () failed (113: No route to host) while comecting to upstrean, client: 10.4.32.281, server: itop.ho.fot.vn, request: "GET / HTTP/1.1", upstream: "http:/

10.1.11,50:80/", host: "itop.ho.fpt.vn"
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