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Eﬂﬁ PIEU TRA MAY TiNH (COMPUTER FORENSICS)

What is}
fComputer

\ YForensics?

Computer Forensics la: m6t nhanh cta khoa hoc diéu tra so lién quan dén cong viéc phat hién,
bao vé va phan tich thong tin, bang chirng phap Iy duoc lwu tri, truyén tai hodc duoc tao ra boi
mot may tinh hodc mang may tinh, nham dwa ra cac suy luan hop Iy dé tim nguyén nhan, giai

thich cac hién tuwgng trong qua trinh diéu tra.



555:- PIEU TRA MAY TiNH (COMPUTER FORENSICS)

Céac bang chirng c6 thé tim thay trong Computer Forensic nhw sau:

o

[ H

Diéu tra ban ghi (Registry Forensics) la
viéc trich xuat théng tin va nglr canh to
moét ngudn dir liéu chwa dwoc khai thac
qua do biét dwoc nhirng thay dbi (chinh
stra, thém baot...) dir liéu trong ban ghi

(Reqister).

o

[ H

Diéu tra bd nhé& (Memory Forensics) la viéc
ghi lai bd nhé kha bién (bd nhd RAM) cutia hé
thdng sau dé tién hanh phan tich 1am rd cac
hanh vi da xay ra trén hé théng. Dé xac dinh
cac hanh vi da xay ra trong hé thong, ngudi
ta thwéng s dung kién tric quan Iy bd nhé
trong may tinh dé& anh xa, trich xuat céac tap

tin dang thwc thi va cw trd trong bd nho.

o

[ H

biéu tra phwong tién lwu trir (Disk
Forensics) la viéc thu thap, phan tich
d liéu duwoc lwu trlr trén phwong tién
lwu trie vat ly, nham trich xuét div liéu
an, khéi phuc cac tap tin bj x6a, qua
doé xac dinh nguwdi da tao ra nhirng
thay dbi di» liéu trén thiét bji duoc

phan tich.
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M6t sb vi du cac loai diéu tra trong diéu tra may tinh:
1. Window log
2. Hard Driver Data Recovery

3. Linux log

4. Webserver log, Nginx log



G0, WINDOW LOG

Hé thong logs cua hé dieu hanh Window co ban co 04 ] Event Viewer (Local)

thanh phén: + Custom Views

W |._ Windows Logs

« Application: Cac sw kién cua cac rng dung i»| Application
. , | Security
« Security: Cac sy kién dang nhap/ dang xuat thanh cong hay that =] Setup
bai vao hé thdng. Phan logs nay két hop véi cac policy audit giam = System
| Forwarded Events

sat cling sé cung Cép déy da vé céac sy kién thém, stra, xo6a file... Y Applications and Services Lo

. A N g -4 Subscriptions
« Setup: Cac sv kién khi cai dat wyng dung

.« System: Sy kién cua hé thdng, tat, bat , enable, disable services




° WINDOW LOG

Cau truc 1 file log

 Event Log ctia Windows dwoc lwu trir & thw muc mac dinh tai dwdng dan

%systemRoot%\System32\winevt\logs, truy cap vao day dé mé file log hodc mé Event

[&] Event Viewer (Local)

>
- n
5 Custom Views
v & Windows Logs Keywords Date and Time Source Event D Task Category |

§.—\Apph(atmn ‘:Q_AudltSu:cess 8/25/2021 8:32:29 AM Microsoft Windows security auditing. 4672 Special Logon
] Security @, Audit Success 2/25/2021 8:32:29 AM Microsoft Windows security auditing. 4624 Logon
] Setup @, Audit Success 8/25/2021 8:32:27 AM Microsoft Windows security auditing. 4672 Special Lagon
§.—‘ System Audit Success 8/25/2021 8:32:27 AM Microsoft Windows security auditing.
h {5] Forwarded Events @ Audit Success 8/25/2021 8:32:27 AM Microsoft Windows security auditing. 5379 User Account Management
® Vao Run 9 eve ntvwr £ Applications and Services Lo||| @ Audit Success 8/25/2021 8:32:27 AM Microsoft Windows security auditing. 5379 User Account Management
=4 Subscriptions @ Audit Success 8/25/2021 8:32:27 AM Microsoft Windows security auditing. 5379 User Account Management
"a\AuditSu:cess 8/25/2021 8:32:24 AM Microsoft Windows security auditing. 4798 User Account Management
QLAuditSu:cess 8/25/2021 8:32:24 AM Microsoft Windows security auditing. 5379 User Account Management
QAuditSu:cess 8/25/2021 8:32:24 AM Microsoft Windows security auditing. 5379 User Account Management o
Event 4624, Microsoft Windows security auditing. X

General  Details

[An account was successfully logged on. ~
Subject:
Security 1D: SYSTEM
Account Name: DESKTOP-LL96RHBS
Account Domain: WORKGROUP
Logen ID: Ox3E7
Logon Information:
Logon Type: 5
Restricted Admin Mode: -
Virtual Account: No
Elevated Token: Ves
Impersonation Level: Impersonation
New Logon:
Security ID: SYSTEM
Account Name: SYSTEM
Account Domain: NTAUTHORITY
Logon ID: 0x3E7
Linked Logen ID: 0x0
Network Account Name: -
Network Account Domain: -
Logan GUID: {00000000-0000-0000-0000-000000000000}

Process Information: -




& WINDOW LOG

Vi du: 1 Event log vé x0a file

# Tén Dién giai
Tén cda log ma sw kién dwoc Iwu trir, vi du nhw lién quan dén
1 Log Name R . £ s L - L
Security thi la Security, néu la Application thi la Application
B - La hé théng/trng dung sinh ra log, vi du sinh ra b&i McAfee thi 1a i e s )
ource McAfee Network Information:
N = P x. .  a , R - 2 Workstation Name: INMUMVIMDHCP
La ma dwgc gan cho mai loai sy kién (Ilwu y tredng nay de tra Source Network Address:  172.17.24.116
3 Event ID Cl.’J’U) Source Port: 4212
4 Level Mirc d6 cua sw kién, cac mirc d6 Informantion, Error, Warning... ,
Log Name: Security
5 User La user thU’C thi lién quan dé'n sy klén dang gh| nhén Source: Microsoft Windows security Logged: 1/15/2014 12:14:42 PM
Event ID: 4624 Task Category: Logon
6 Logged Thoi gian sw kién dwoc sinh ra Level: Information Keywords: Audit Success
) ) ) ) User: N/A Computer: 01HW380563.India. TCS.com
7 Task La loai danh muc dwoc gan khi log sinh ra, vi du: Logon, Audit OpCode: Info
Category POllcy Change More Information: Event Log Online Help

8 Keywords DPuwoc gan béi nguén sw kién, vi du Classic, Audit Success...

9 Computer Tén may tinh

10 Description  M? ta chi tiét



& WINDOW LOG

~

. Kich thuwdec tdi da ctia méi file log 1a 20MB.

 Khi file log qua gidi han cac ban ghi cl sé bi xda bo. Tuy thudéc vao muc dich ching ta

¢ thé cAu hinh tang kich thuwdc nay len,  Ermrm=m=mmm x

General | Subscriptions I

Full Name: Application

Log path: I%S}rstemR-:-ot%\S}rstemBE\Winevt\Lngs\Application.m
Log size: 68 KB(69,632 bytes)

Created: Thursday, January 16, 2020 10:37:26 AM

Modified: Wednesday, January 15, 2020 7:42:15 PM

Accessed: Thursday, January 16, 2020 10:37:26 AM

~ Enable logging
Maximum log size [ KB ): !20430:I

When maximum event log size is reached:

' Owerwrite events as needed (oldest events first)
 Archive the leg when full, do not overwrite events

Do not overwrite events [ Clear legs manually }

Clear Leg |
oK I Cancel | Apply |
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Céach tra ctru window log
« S dung cong cu filter log dé loc cac event nghi ng® lién quan dén viéc tan coéng

- Vao event log = Filter Current Log... va nhap céc thong tin can tra ctru

i § i - Import Custom View..
Microsoft Windows security auditing. 4624 Logon
Microsoft Windows security auditing. 5379 User Account Management Clear Log.,
Microsoft Windows security auditing. 3379 User Account Management ¥ Filter Current Log... |
Filter Current Log * 3379 User Account Management D Properties
4798 User Account Management % Find
Filker XML 3379 User Account Management e
5379 User Account Management v H Save All Events As...
p— Roggect Any time ~ Attach a Task To this Log...
x
B Event level: Critical [] Warning [ Verbose — View
[ Error [ Information [G] Refresh
[] Hel
Event logs: |Securit:,-' A . P
Event 4624, Microsoft Windows security auditing.
Event sources: | -
D Event Properties
Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To @ Attach Task To This Event...
exclude criteria, type a minus sign first. For example 1,3,5-99,-76 Bz Copy
H Save Selected Events...
|4624 .
|G Refresh
Task category: |
Help
Keywords: | -
User: |<AII Users= |

Computer(s): | <All Computers> |

Clear

Cancel
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WINDOW LOG

Cau hinh th&i gian lwu triv log:

 Phan log can dwoc cau hinh du lau dé céac thong tin dwoc lwu
triv day du. Chudt phai vao phan Security log > Properties
v' Log path: Chuyén sang 6 lwu trir khac 6 E, hodc 6 D. Khdng
lbu &6 C
v Maximum log size (KB): Dung lwong 1 file log téi da |a 20MB -
20248KB
v' Archive the log when full, do not overwrite events: Khong

x0a log ma tach log ra thanh tirng file va khong xo6a file nay

v [a Windows Logs
& Application

H Owerview

b
E

E

=K Open Saved Log...
& ¢ Create Customn View...
] =i Import Custom View...
) App
«j Sukb Clear Log...
Filter Current Log...
Properties
Find...
Save All Events As...
Attach a Task To this Log...
Log Properties - Security (Type: Administrative) HE|FI
Genera |
Full Name: Security
I Log path: E\Logs\Security.evtx i
Log size: 20.00 MB(20,975,616 bytes)
Created: Tuesday, August 3, 2021 6:23:56 AM
Meodified: Tuesday, August 24, 2021 11:24:11 AM
Accessed: Tuesday, August 24, 2021 11:28:57 AM

(O) Overwrite events as needed (oldest events first)

I (® Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually )

Clea

rlLog

Apply




G0, WINDOW LOG

Mot so loai log can phai tra ctru

1. Lich str Remote Desktop (Event ID = 1149)
2. Lich sir ddng nhap, dang xuat (EventlD = 4624, 4634, 4676)
3. Lich st cai dat service (Event ID = 7045)



G0, WINDOW LOG

Lich st Remote Desktop

: :::wm-'b-um _?_:erﬂhr II:::-:?'-T:::IQ'W ?::A"ﬁwu-ﬂm E"I-I‘:I'I Th:-n .
(Event ID =1149) : = ——m—
f ﬁg“ai“w B s won Temeatevc e, 105 s
« Tim cac event ma 1149 dé xem lich st remote e
desktop, tlr day chdng ta cO thé thdy dwoc rat| | —iisee e :
- Lﬂ‘:lmwm-sr Clhenit Geretial | Duetais |

Epcurity-Condiguration-wasnd

nhiéu théng tin hwu ich nhw: Bia chi IP, User, @ === ——

Lerane Fepertng AF]

TeekEaneidiier Micer: &dminmirato
Termrathervio-Chen b fvsiCons Domar: Gears-PC

Domain, th&i diém remote vao server. g e

Termraliervices-ArmcisConrectionManager

« Vi du sau thay dwoc: May tinh bi remote théng @ =

qua Administrator bang may co6 tén Gaara-PC, e

Ling Marss L - Wik T IServices R ""r\-rweciimump erstaznal
Windoss Freasl Wrh Adesnced Ssarty 9 JEF

IP 30.x.x.174 vao Iluc 10:08:14 PM ngay 3 e s o e e

Windossl ipdateClent Liseak Tlorrmalin K ondi:
HrHTE

liser; HETHOEK SERVICE Comgarter WK MORL 12 ILG6

11/01/2020. e ..

ek, M b b, Syt Meoes Information:  Exent Leg Onbne Hals
Wirsg-aynoonfig

Wordpad
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WINDOW LOG

Lich str Remote Desktop

(EventID = 4624, 4634, 4676)

(xac thuc) dé xem lich s&¢ dang nhap, dang

Xuat.

dang xuat, thanh cdng hay that bai, IP...

Fle Acton Wew Help

e | *m| Hm

Tim ma 4024 (logon), 4034 (logoff), 4676

Vi du sau thdy dwoc: Thoi diém dang nhap,

[ Evers Wemer (Local)
B Craferm Vitrosd
& Windows Logs
=] Anphcation
[a] Senurity
[ ] Setup
SEL
| | Farwarded Evenes
Appications and Servioes Logs
4 Subsrmiptions

Senprdty  Mumber of mvents 215

Diste and Time

=1 Audit Sucresg 11E{0N0 1:54: L7 PM Mol Windows. ..
L, huckt Sucoess 1162020 1:59: 17 FM Mcromaft Windows.
<A udit Sunnezs VI1Ef2020 153133 PM Eliromaft Windowe. ..

1 Ayl Saccess ARG 0 1:53: 35 P T VWindcwi.
=, Budt Sucoess 115/2020 1:52:01PM Microsaft Windows. .
9L Audit Success 1B 0D 1:51:50PM Wil Windowe ..
ol hwckt Success 11800 13145 M oot Vindows

- LIS Py BoS 1A E Pod [——

SO0 S 0055 41 i) 45 P TGO WY .
4 At fuccess 1162020 1:51:45PM Btaroesfl Cindowe

Logen

= Sudit Suntess 116/2020 15145 PM Bimosaft Windows. . 4776 Credentsl Valdagon
1 Akl Sccess AF16{30 A0 1:51: 3% P Tt VWindeawi .. 53 Logef!
L Ayt Success 1116/2030 1:51:33 PM Microscft Windows.. 35T Sperial Logon

Event 8624, hicrosoft Windows security auditing.

Geners! |n¢..'|; |
&n account wes successhully logged on.
Subject:
Sacurity ID: SYSTEM
Aceourt Hame WIN-HOKLHL 23365
Accourt Domeire WORKGROUP
Logon 1D: [z
Logen Type F
Mew Logom
Sapurity 1D: 'WIN-NDKLHL 23L36 Administrator
Accourt Namie Adrranitrabor
Accourt Domaire WIN-NOKLHL23L36
Legan I: Oeon526]1
Logon GUID: OO0 - (000 - D000 - 0000000000 |
Log Mame Security
Source: Microsoft Windows secunity  Logged: 1652000 1:5145 PR
Esent Ik a6 Task Categoryt  Logon
Levek Information Kmnwards dusdit Suoress.
User L] Computer WIN-HDKLHLZ3U36
DpCoade: e

Mare Informaticre  Evenl Log Gnhing Help




=/~ Tk

WINDOW LOG

Lich str cai dat service
(Event ID = 7045)
« Tim ma 4024 (logon), 4034 (logoff), 4676

(xac thuc) dé xem lich s&¢ dang nhap, dang
xuat.
Vi du sau thay duwoc: Thoi diém dang nhap,

dang xuat, thanh cdng hay that bai, IP...

Fle Acton  Wew  FHeln
| m Hr

[ Evers Wemer (Local)
B Craferm Vitrosd
e Windows Logs

Senprdty  Mumber of mvents 215
Diavie wnd Time

Souros

= Audit Sucoess 1716303y 1154: L7 PM MEosodt Windows. .. 4572
L, Ayt Sucoess 16200 1:39:17 PM Micromoft Windows., i Logen
<l Audit Success 1163 L1533 PM Mot Windows. .. 4572  Sperisl Logon
1 Ayl Saccess ARG 0 1:53: 35 P T VWindcwi. M Logen
<, Budt Success 1152030 L:52:01PM Micromaft Windows. . 33 Logoff
L huedt Success 1163030 § 50 P Wit Windows, .. 4534 Logosff

hudt e 114302 B oot Vindows 42

t Bress 5PM Wil Windows. . 534 L

At fuccess Micromft Windows., 4 Logen
=, Audit Sucoess 116030 LIS145PM Bimosaft Windows. . 4776 Credental VabdaSon
1 Akl Sccess AF16{30 A0 1:51: 3% P Tt VWindeawi .. 53 Logef!
=l bkt Sucoess 116/ 30 L;51:33PM Mirromoft Windows. . 3472 Sperial Logon

Event 8624, hicrosoft Windows security auditing.

Genersl |n¢..'|;|

&n account wes successhully logged on.

Subject:
Security ID: SYSTEM
Accourt Hame WIN-HOKLHL23L36%
Accourt Domeire WORKGROUP
Logon 1D: [z
Logen Type F
Mew Logom
Smpurity IDx WIN-NOKLEL 23006 A dministrators
Accourt Namie Adrranitrabor

Accourt Domaire WIN-NOKLHL23L36

Legan I: Oeon526]1

Logon GUID: OO0 - (000 - D000 - 0000000000 |
Log Mame Security
Source: Microsoft Windows secunity  Logged: 1652000 1:5145 PR
Esent Ik a6 Task Categoryt  Logon
Levek Information Kmnwards dusdit Suoress.
User L] Computer WIN-HDKLHLZ3U36
DpCoade: e

Mare Informations  Evert Log Gnling Helg
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HARD DRIVE DATA RECOVERY

Trong qua trinh diéu tra bang chirng s, mot s6 trwerng hop phai thwe hién khoi phuc
lai i liéu trong cac thiét bj lwu triy, HDD, SSD, USB

DATA RECOVERY




G4,
HARD DRIVE DATA RECOVERY

Khi xac dinh can lay dir liéu cta 1 6 cirng, can thwe hién ngay:

« Dirng cac hanh déng copy, restart thao tac trén may cé 6 can lay di liéu

« Shutdown may tinh hién dang s dung 6 crng can lay di liéu

« Théo 6 cing can lay di liéu Iap sang 1 may tinh khac va cai phan mém recover trén 6 cing

cla may tinh m&i nay
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HARD DRIVE DATA RECOVERY

« Céc phan mém khdi phuc div liéu co’ ban (méat ph)
v' EaseUS Data Recovery Wizard

https://www.easeus.com/datarecoverywizardpro/?x-

clickref=10111huPH7dG

v' OnTrack EasyRecovery https://www.ontrack.com/en-us/data-

PC-3000 Portable Il Ultimate System

recovery/software ,..:.;Smmmm

v' Active@Undelete http://www.active-undelete.com/lite.htm

«  Phan mém khoéi phuc dir liéu chuyén dung
v' PC300 la mét trong nhitng phan mém hang dau dwoc nhiéu co quan

an ninh trén thé gi¢i str dung: PC-3000 Portable |l Systems ||

Professional Hardware-Software Solutions for Data Recovery & Digital

Forensics. ACE Lab, the Czech Republic (acelaboratory.com)



https://www.easeus.com/datarecoverywizardpro/?x-clickref=1011lhuPH7dG
https://www.ontrack.com/en-us/data-recovery/software
http://www.active-undelete.com/lite.htm
https://www.acelaboratory.com/pc-3000-portable-iii-systems.php
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HARD DRIVE DATA RECOVERY

« Khi st dung cac phan mém co ban sé co6 2 ché do:

Logical Scan (Volume) va Hardisk scan (Advanced |

RS SR B Acvication Log view > Tutorisl (k:)

$Scan H Save Scan Results ‘_'\‘JLoedScanReajls
scan) T
[Nome oo une bl Sy e Mama— Jntol g Seselbhmnes
4 Wy My Computer &® Scan Volumes -

4 & \\\PhysicalDrivel

« Logical Scan (Volume): Scan nhirng file, thw muc bi S et | g B e oo

If you have several volumes (logk 3 1 s exactly deleted or damaged
» data (H:) ckitia 165 o Hiand il Multiple logical drives (volumes)

4 @ Extended Pa a can be scanned at once.
= Tutoria: 1 (K2)
A ~ I I - ~ 61 :Jatfl[l::aud = cn‘ == NTFS | Ignore Errors
Unallocated Space onyl > ve scan a5 scan competes
x6a ma chwa bi ghi dé, dang con MFT —— e
@ Unallocated Space on Wil @ N?T:S( ) can results pcation: Helete 8\/Binaries\scan_

4 @ \\\PhysicalDrive3

# System Reserved (1:) | Detect files by their signatures

v’ Uu diém: Scan nhanh, view dwoc cau tric file, thy | smidue.d =7 = e

@\ DRom == System Reserved (1:) J Microsoft Office Documents
4 () \W\CDRom1 == nres | 2 Formatted Text files
() OFFICE14 (P:) -J Compressed Archives

~ r
1A £ 1A A N OFFICEI4 (2) @2y Local Disk (C:) B B S and Carnein Raii les
L ) 9
I I luc, tl |e flle bl |OI thap G\’ NTFS J Music and Videos
- 0 :

] QuickTime Multimedia files

2 3 ) 2 Miscellsneous
Detect files by their signatures is advanced

feature of Active@ UNDELETE Lite

v' Nhuoe diém: Khong 1ay duwoc céc file néu bi mét ! ' TSk s
MFT
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HARD DRIVE DATA RECOVERY

« Hardisk scan (Advanced scan)
= Ju diém: Scan & mc block nén sé tim dwoc
nhirng file da bi x6a cd MFT hoac 1 phan cua file

bi ghi dé

= Nhuwoc diém: Scan lau, khdng hé théng lai thanh |

thw muc nén két qua trad ra s& khé dé tim kiém |

hoac phan loai, di liéu khdi phuc c6 thé khéng

toan ven

Hh_“. MR B Acpication Log view > Tutorisd (K:)

[Expert Device View |

esults L\J Load Scan Results

| Name
4 Wy My Computer
| 4 & \\\PhysicalDrivel

» Tutorial (X:)
» data (H:)

4 & \\\PhysicalDrive3
» Local Disk (C.
@ \\\CDRom0
4 () \\\(DRom1
(&) OFFICELd (P:)
\__\ OFFICEL4 (2)

@ Unallocated Space on \\ -

« @ Extended P2 n
@ Unallocated Sp2eg onl
» raw (F) 4
@ Unallocated Space ony
@ Unallocated Space on \\{l

# System Reserved (1:) -

@ Unallocated Space on \\{i

i LStaty
&® Scan Volumes

Liyne:

[ias | T

- matching template patterns.
<

ey Tutorial (K9

==V wirs

vy

volumes to scan them all,
can be scanned at once.

V| Ignore Errors

Save scan results as scan competes
dats (H:)
NTFS

Drive Scan searches existing volumes (partitions) for deleted or damaged fies or folders. Use Detect files by their

1f you have several volumes ok pq,j1tiple logical drives (volumes) [€Xcty deleted or damaged f

3 raw (F:) | Detect files by their signatures
OV nies e
N ine
=~ System Reserved (1:) Jd Microsoft Office Documents
[:\ NTFS ) Formatted Text files

- Compressed Archives
v| ) Images and Camera Raw files
<J Music and Videos
] QuickTime Multimedia files

J Miscellaneous

Local Disk (C:)
NTFS

-~
=y
Detect files by their signatures is advanced

feature of Active@ UNDELETE Lite

V| Apply the same settings for all selected drives
J Click Scan to begn scan process;
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