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DIGITAL FORENSICS
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NOI DUNG CHINH E ﬂ@

01 Khai niém, muc tiéu, nhiém vu cua Digital Forensics
02 Pic tinh va truy tim Bang chirng s6
03 Céac buwdc thue hién Diéu tra s6

04 Cac loai hinh Diéu tra s6 va mét sb vi du




CAC KHAI NIEM TRONG DIGITAL FORENSICS

Digital Forensics la mét nhanh cda khoa hoc diéu tra, véi muc dich truy tim
va phan tich céc tai liéu chra trong cac thiét bi so, thwdng goi 1a “tai liéu so”,

dé tim ra cac bang chirng so6 (Digital Evidence).



I~/e[7h CAC KHAI NIEM TRONG DIGITAL FORENSICS

Digital Evidence

Digital Evidence (Bang chirng s6) hay con goi la

DIGITAL EVIDENCE Electronic Evidence (Bang chirng dién tir), [a moi théng tin
LinkedIn Pinterest YouTube . .
o v | cé gia tri phap ly duwoc lwu triy, dwoce truyén dan trong dang

Instagram

thirc sb va c6 gié tri phap Iy trwde toa

Bang chirng so6 la cac bang chirng & dang thirc sb, né dwoc
khoi phuc, hay dwoc tim thay, trong cac thiét bj s — thwdng

|a cac thiét bj lién quan vé&i may tinh, dién thoai, 1oT....



MUC TIEU CUA DIGITAL FORENSICS

Phat hién, bao quan, khai thac di¥ liéu thu thap dwoc

Tai liéu hoa va dua ra két luan vé di liéu thu thap dwoc

Muc tiéu cot 15i
Digital
Forensics

Can lwu y rang di liéu phai ddm bao tinh xac thwe, va duoc lay

ma khong bi hw hai, néu khong di¥ liéu day sé& khéng con y nghia.

Nguyén tac: Khi ban 1am viéc v&i may tinh hay mot hé théng théng tin, tat cd hanh ddng ctia ban déu b

ghi vét lai hay tor chuy@&n mon goi la Log



I~/e[7h NHIEM VU CUA DIGITAL FORENSICS

« Nhiém vu cta diéu tra so 1a &p dung suv hiéu biét vé khoa hoc va
coéng nghé dé truy tim, khdi phuc, khdo sat va phan tich cac bang
chirng c6 ngudn goc so.

« Bang chirng tim dwoc phai co gia tri phap Iy trudc toa.




I~/e[7h PAC TiNH CUA BANG CHUNG SO

o/ Admissible (tinh thtra nhan)
<:> Authentic (tinh xac thwc)

Reliable (tinh tin ca

9/ ( _Y)
Believable (tinh dang tin

G/ ( J )




G0, TRUY TiM BANG CHUPNG SO

Pé c6 dwoc bang chirng s6, nhan vién diéu tra phai:
1. Thwe hién qua trinh khao sat
2. Phan tich di¥ liéu ban dau.
3. Néu tim dwoc di liédu, ho phai xau chudi

chling lai v&i nhau dé dwa ra dwoc bang chirng

Chu y: D@ liéu sb thu dwoc tr cac 6 dia trén may tinh hodc tr céc thiét bi lwu trir khac chua

thé 1a bang chng sb



G0, TRUY TiM BANG CHUPNG SO

© N o o bk~ W D&

Vi tri c6 thé tim thay bang chirng so

Trong céc tap tin lich st truy cap Internet

Trong cac tap tin tam sinh ra tt truy cap Internet

Tai khéng gian dia chwa cap phat

Noi lwu trir cac thiét 1ap tap tin, ciu tric thw muc, tén tap tin
Gia tri thoi gian cua tap tin

An/nhang trong phan mém/phan cirng bd sung

Trong cac tap tin chia sé . - ,
LEMET KISTORY AN3lYSIS Xy

) S o,

An trong cac e-maill &



I~/e[7h CAC BUG'C THUC HIEN DIEU TRA SO

Theo SANS (SysAdmin, Audit, Networking, and Security) - cong ty chuyén dao tao an toan thdng tin va an

ninh mang, mot cudc diéu tra sé thwdng bao goém 4 gian doan: Chuén bj (Preparation), tiép nhan di liéu hay

con goi la anh héa tang vat (Acquisition), phan tich (analysis) va ldp bao cao (Reporting)

Chuan bj




CAC BUOC THUC HIEN BIEU TRA SO

qua trinh diéu tra

1. Chuan bj

Preparation: Bwéc nay thyc
hién viéc mé ta lai théng tin
hé théng, nhirng gi da xay
ra, cAc dau hiéu, dé xac dinh
pham vi diéu tra, muc dich
cling nhw céc tai nguyén can
thiét s& st dung trong subt

Acquisition:
Day la buwdc
tao ra mot ban
sao chinh xac
cac sector hay
con goi la
nhan ban diéu
tra cac
phwong tién
truyén théng,
xac dinh rd
céac ngudn
chirng cw sau
do thu thap va
bao vé tinh
toan ven cua
chirng cw

2. Ti€ép nhan dir liéu

Analysis: bDay
la giai doan cac
chuyén gia s
dung cac
phwong  phap
nghiép vu, céac
ky thuat cilng
nhv cbng cu
khac nhau dé
trich xuét, thu
thdap va phéan
tich cac bang
chirng thu dwoc

3. Phan tich

dung,

4. Lap bao cdo

Reporting: Sau khi thu
thap dwoc nhirng chirng
cr cO gia tri va cé tinh
thuyét phuc thi tat ca
phai dwoc tai liéu hoa lai
rd rang, chi tiét va bao
cao lai cho bd phan cé
trach nhiém x& ly chirng
ct¢ thu
chuyén gia phan tich
phai dwa ra cac ky thuat
diéu tra, cac cdng nghé,
phuwong thic dwoc sk
ciing nhw céac
chirng c&r thu duoc, tat
ca phai dwoc giai thich
rd rang trong bao cao
qua trinh diéu tra

dwoc, cac




GG CAC LOAI HINH PIEU TRA SO

Pieu tra s6 dwoc chia thanh moét so loai hinh chinh sau:

01 | Piéu tra may tinh (Computer Forensics)

02 ' pjéu tra mang (Network Forensics)

03 | Piéu tra sé Email (Email Forensics)

04 | pidutra wng dung (Application Forensics)

05 = Diéu tra thiét bj di ddng (Mobile Device Forensics)
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